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ABSTRACT

• The Project is Card Fraud Detection 

System using Machine Learning model 

is used to identify fraudulent 

transaction that have been made 

before and help prevent future 

fraudulent transactions.

• Based on specific features, the ML 

model analyzes and gives you a 

potential feedback, weather or not 

the transaction you will be doing 

is fraud or not.

• The model was trained on big 

dataset of credit card transactions 

from Kaggle. features such as 

transaction amount, merchant name, 

state, category, and customer 

demographics influence Card Fraud 

Detection Model.
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Problem statement

• Card Fraud is a growing financial and cybersecurity problem 

affecting every individual and financial institution worldwide.

• Fraud Transaction are very difficult to detect because they often 

resemble real customer behavior.

• Transaction datasets are highly imbalanced, because fraud cases 

represent only 1% or less of total transaction.

• High-cardinality features such as merchant names and geographic 

locations make fraud detection more complex.

• An intelligent system that can identify suspicious transactions 

accurately while minimizing false positives.

• An interactive tool is required to allow users or analysts to 

input transaction details and quickly assess the probability of 

fraud using machine learning models and AI
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Project 

Objectives
• Identify patterns associated 

with fraudulent transactions.

• Build a machine learning model 

to detect fraud.

• Handle class imbalance in the 

dataset.

• Evaluate model performance 

using appropriate metrics.

• Develop a user-friendly 

interface to evaluate fraud 

risk.
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This Photo by Unknown Author is licensed under 

https://www.peoplematters.in/news/employee-relations/80-of-indian-orgs-struggle-to-educate-their-leaders-employees-about-cybersecurity-sophos-survey-29229


DATASET OVERVIEW
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• Source: Kaggle 

(https://www.kaggle.com/datasets/chetanmittal033/credit-card-fraud-

data/data)

• 555,719 Entries of Transaction

• 13 Features 

serial number

transaction date and time

merchant name

category of transaction

amount

first name of customer

last name customer

city

state

zip

Target variable (is_fraud)

https://www.kaggle.com/datasets/chetanmittal033/credit-card-fraud-data/data


METHODOLOGY

6

Image generated using ChatGPT (OpenAI, 

2026).



DATA PREPROCESSING

• Converted date of birth 
to customer age

• Selected important 
predictive features 

based on correlation 

matrix

• Prepared categorical and 
numerical features

• Structured dataset for 
machine learning 

pipeline
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• Fraud vs Non-Fraud 
count

• Fraud transactions 
represent a very 

small portion of the 

dataset.
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EDA (Exploratory Data Analysis)



• Transaction 
Amount

• Fraudulent 
transactions 

often occur in 

unusual 

spending 

patterns.

• Usual Average 
of Fraud 

Transaction is 

more than 

average 

spending.
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EDA (Average Transaction Amount)



• Shopping 
Category has 

been the top 

category in 

terms of 

Fraud Rate. 
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EDA (Top 10 Fraud Rate by 

Category)



• AK 
(Alaska) 

has the 

highest 

fraud 

rate in 

USA  
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EDA (Top 10 Fraud Rate by State)



• Fraud and 
non-fraud 
transactions 
occur 
between 30 
and 60 years 
old.

• The 
distribution
s largely 
overlap, 
meaning age 
alone is not 
a strong 
indicator of 
fraud.2026 Nahian Arnob 12

EDA (Age Curve)



• Features used for our Machine 
Learning model

• Transaction Amount

• Merchant Name

• Merchant Category

• State

• Customer Age

• Zip Code

2026 Nahian Arnob 13

Feature Engineering

Encoding Technique:

• Target Encoding for 

important categorical 

Variable 



• SMOTE (synthetic 
oversampling)

We intend to apply SMOTE 

to train our final 

chosen Model for 

deployement, to train 

the model accurately so 

that, it can identify 

each Fraud Transaction 

accurately.
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Class Imbalance Handling (SMOTE)

But, First, we will Evaluate our Models on real 

dataset to identify and select model which 

performs the best in our case



Models Tested

• Logistic 
Regression

• Random Forest
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Machine Learning Models Test and 

Evaluation

• Logistic Regression

achieves higher recall 

but very low 

precision, meaning it 

detects more fraud 

cases but produces 

many false positives.

Model
Fraud 

Precision

Fraud 

Recall

Logistic 

Regressio

n

0.0235 0.5758

Random 

Forest
0.9693 0.5152

• Random Forest gives high precision with slightly 

lower recall, making it better at accurately 

identifying fraudulent transactions with fewer 

false alarms.



2026 Nahian Arnob 16

Confusion Matrix 

(Logistic Regression vs Random Forest)

• Logistic Regression correctly detected 326 fraud cases (Recall ≈ 

0.58) but produced 13,548 false positives, resulting in very low 

precision (≈ 0.0235).

• Random Forest correctly detected 221 fraud cases (Recall ≈ 0.52) 

while producing only 7 false positives, achieving very high precision 

(≈ 0.97) and more reliable fraud predictions.



2026 Nahian Arnob 17

ROC-AUC Compraison

(Logistic Regression vs Random Forest)

• Random Forest (ROC-AUC = 0.9962) significantly outperforms Logistic 

Regression (ROC-AUC = 0.9089), indicating superior ability to capture 

complex patterns and distinguish fraudulent from legitimate 

transactions.



RANDOM FOREST MODEL

So, we finally choose to use RANDOM FOREST Model 

for our WEB Application Deployment. 

Now We will apply SMOTE to train our Model Again 

for Web Application (User Interface Purposes) 
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We applied SMOTE to Training 

Data only for using in our 

Final Deployment Model RANDOM 

FOREST.
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Applying SMOTE (Synthetic 

Oversampling)

• We used 95% to 5% 

Ratio, because 

Transaction Frauds are 

highly less prevalent 

in terms of Fraud 

Detection.• Random Forest model achieved a fraud recall of 72% 

and precision of 67%. The balanced performance 

makes this model well-suited for deployment in the 

interactive web application.



Web Application (User-

Interface)
• Saved the Model (fraud_web_model_v3.pkl) 

• Used Streamlit (an open-source Python framework for 

data scientists and AI/ML engineers) to deploy our 

model and test. 
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Web Application Features:

User inputs transaction amount and 

details

Select Category, State (Location of 

Transaction)’

Enter Merchant Name 

System predicts Fraud Probability

Display risk explanation

System Workflow 

Pipeline

User Input

↓

Target Encoding

↓

Random Forest Model

↓

Fraud Probability

↓

Risk Explanation
Image generated using ChatGPT 

(OpenAI, 2026).





20XX Pitch Deck 22



20XX Pitch Deck 23



CONCLUSION
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 Machine learning models can 

effectively detect fraudulent 

transactions

 Target Encoding improves 

handling of high-cardinality 

features

 SMOTE helps address class 

imbalance

 Random Forest provides strong 

predictive performance with 

high precision

 Web application demonstrates 

practical fraud detection 

system



FUTURE SCOPE

Potential Improvements:

• Create a real-time card fraud detection system 
using global dataset 

• Integrate Deep learning models to the system

• Use Explainable AI techniques (SHAP)

• Using Artificial Intelligence (AI) models like GPT 
Models, XGBoost (Anomaly Detection), LSTM 

(Sequence Models) to enhance Card Fraud Detection

• Cloud Deployment 

• Integration with banking transaction systems
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