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= Wireshark - Follow TCP Stream (tcp.stream eq 203) - Wireshark-tutorial-identi

GET /statehistoricalparks/ HTTP/1.1
Host: outdoornebraska.gov
Connection: keep-alive
Upgrade-Insecyre-Reguests: 1

fying-hosts-and-users-3-of-5p - + >

User-Agent string

(KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/537.36

Edg/110.0.1587.69

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, 1mage/webp
, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7

Referer: https://www.google.com/
Accept-Encoding: gzip, deflate
Accept-Language: en

HTTP/1.1 200 OK
Date: Fri, 10 Mar 2023 19:31:27 GMT

e A S PSS B I IS ~

9 client pkts, 148 server pkzs, 17 turns.

Entire conversation (205 kB) Show data as ASCII

Find: w2 Find Unique User agent strings in Pcap file 1.0.0.355

@Help

[ Seactfia | [ Panefie |
rput Fle Path

€ \Lisars\Darvad\Domrikoads \ Matware Traftic ExarciseObjents \ 2015

Found Unique User Agent Stings
UA = Index Location. (3E4B59

UA » Index Location: OcSS2FE|

Betp/Awwn shotgunwedd com/Host: ofs mostads .

UA = index Location

hitp /Awwa shotgunwodd com/Host: paced moatads

UA » Index Locabion: OSS43E6

Mozila/S 0 (Windows NT 6.1; WOWE4, Tndert/7 0. SLCCZ. NET
hetp /Awww shotgunwodd com/Homt: ofs moatads comCornection

UA = Index Location: SSF356

UA = Index Location: SA34AD
Mozita/S 0 (Windows NT 6.1. WOWE4: Tadert/7 0. SLCC2. NET
http//www shotgunword com/Host . of s moatads comConnection

4D 6F TASSECECE1 2F352E 020285769 6EBLAEGF 77732
1F72A69C 1B 0800450000 A6 OF 5840 00 80 06 SASC 0A 0!
JTAWNIBATTEIANNEINB206CEIE86520476
UA » Index Location: (x455C96

Co VAEN

B
Mozla/5.0 (Windows NT 6.1; WOWES; Tndert/7 0: SLOCZ. NET CLR 2.0.50727. NETCLR 3.5.30729; NET CLR 3030723 Meda Center PC 6 0. rv:11.0) lice GeckoReferer:

OESACAC
Moza/S 0 (Windows NT 6.1 WOWE4, Tndert/7 0. SLCC2. NET CLR 210.50727: NET CLR 3.5.30729: NET CLR 3.0 30723. Media Certer PC 6.0:rv:11.0) lice GeckoReferer

LDSF7»\69&&612535253020285769556‘6777320‘55420362531382057#57363138205‘725984656&7429’3725w382053£43‘332382025‘€
4554 20434C5220322E30 2635303732378 20 2E4E 4554 20434C 522033263526 333037322938 20 2E4E 4554 20434022033 2E W 2E BN 7RIV A
4D 65646961 2043656E 74657220504320362E 3038207276 3A 3131 2630295 206C 6968 6520476563 6B 6F OA 52656665 7265 72 3A 2068 74 74 M 3A 2F 2F 77
7777 26 TI68 6F T4 67 75 6E 77 6F 72 €C 64 2€ 63 6F 60 2F 0A 48 6F 73 74 2A 20 61 66 73 2€ €D 6F 61 74 61 64 73 2€ 63 6F 6D 0A 43 6F 6E €£ 65 63 74 69 6F 6E 2A 20 6B 6565
7020 616CE9 76650A 4163636570 T4 A 202A 2F 2A0A0A 0058 8D 54 56 68 CS 0B 00 EF 050000 EF DS 0000 20 ES2ASF SFCAAL IF 72 A6 3C 18 08 0045000581 1781
40008006 F3AS0A 01197700 UAEd

wunhuk-wwﬂdJﬂmu-lyinq-hostund-unM-ol-s.pcn < -t

Ele Edit View Go (apmre Analyze Statistics Telephony Wireless Tools Help V /

aAm e TR QL eI»Ie» S maafl

# (hetp.request or tis.handshake.type eq 1) and (ssdp) B0 -+ basic basice basicedns

Time Dst port  Host info
2023-05-14 06:32:19 172.217.14,164 443 www.google.com cly
2023-05-14 06:32:19 142.250.114.188 5228 mtalk.google.com cli
2023-05-14 06:32:19 108.177.103.94 80 connectivitycheck.gstatic.c..GET
2023-05-14 06:32:20 142,251.33.46 443 android.apis.google.com cl
2023-05-14 06:32:20 142,250.138.113 443 play-fe.googleapis.com Ini
2023-05-14 06:32:22 172 2".14.164 443 www.google.com Ini
2023-05-14 06:32:27 172 7.1.138 443 safebrowsing.googleapis.com Ini
2023-05- 14 06:32:27 17297 .1. 138 443 safebrowsing.googleapis.com Cli |

www . pcapwor kshop .net

. 2023-9 !_‘Hklunmafl?*m 80  www.pcapworkshop.net GET

Ignore/Unignare Packet Crl+D
Set/Unset Time Reference CurleT

Time Shift... Crrl+ShiftsT
Packet Comments

Edit Resoived Name

Apply as Filter

Prepare as Filter
Conversation Filter

Colorize Conversation .
SC T P ' S

keep-siveAccept UA End

‘keepalveAccect UA End

CLR 20.50727. NET CLR 35.30729; NET CLR 3.0.30725; Media Center PC 6.0.1v:11.0) lce GeckoReferer.
keep-aiveAccent UA End

CLR 2050727. uercmasaom NET CLR 30 30725 Media Canter PC 6 0.1v:11.0) ke GackoRaderer.
keep-aiveAccept UA




Introduction

1<

E Frame 4568: 384 bytes on wire (3072 bits), 384 bytes captured (3072 bits)
F Linux cooked capture
® Internet Protocol version 4, src: 10.10.99.10 (10.10.99.100, Dst: 10.10.99.9 (10.10.99.9)
® Transmission Control Protocol, Src Port: 61895 (61895), Dst Port: wehsm (90800, seq: 1, Ack: 1, Len: 328
= Hypertext Transfer Protocaol
F GET http:/ ax.init.itunes.apple.<om. /bag.xm1?ix=4 HTTR/L.1%r“n
Host: ax, jnit, jtunes,apple, com, s

0 0 |User—Agent: iTunes/11.0.2 (windows; Microsoft windows 7 x64 Service Pack 1 (Build 7a01)) AppWeWebKit{536.2?.1\r\nI
Cybersecurity threats targeting web T e

ACCEpt-Language: en-us, an;g=0.50%n

applications have grown exponentially,  accept-enceding: szipv
with attackers exploiting HTTP requests {5 =% 7
through phishing URLs and spoofed

User-Agent strings. | ' ‘ ‘ .' ' - —_— e

Traditional detection systems often rely % ML N AL 3108 U B AT R 0 (e e
on single-feature analysis, limiting their U ML DAL LT Wy MM ® 0N s e
ability to identify sophisticated attacks. - ' - B —
Using machine learning techniques, this
project aims to improve detection i bt fov
accuracy and provide actionable o Loty 3
insights for web security. %
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The Problem

Cyberattacks targeting web applications often exploit
HTTP requests through phishing URLs and spoofed
User-Agent strings.

Traditional detection systems rely on single-feature
analysis, limiting their ability to identify sophisticated

ser Agent Strin
attacks. D CeremE
L/

This practicum proposes a hybrid approach that
combines lexical features from URLs with behavioral Reauest Headers
indicato rS from Use r—Age nt Strings to improve Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;g=0.8

malicious request detection using machine learning. - cahe-conrok max-sge-s

Connection: keep-alive
Host: www.domain. com
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_2) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/47.0.2526.80 Safari/537.36

User Agent String
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The Data and
how we get it

Key Results

Web Requests

* High Correlation (expected)

 Header_coherence Web Request
 Anomaly_score ELK Log files
Logging < Web Proxy
* Medium Correlation (expected)
« Status_code (403,404) I @;\% Web Requests
 Header_coherence %\DC’
Al/ML S
_ . Analysis
* Minor Correlation (expected) e I L
* Status_code (403, 404) URL l T Anomalous Devices
+  Anomaly_score User Agent Y/N
LLM
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Data Input
and Output

Key Results

* High Correlation (expected)
* Header coherence
e Anomaly_score

* Medium Correlation (expected)
e Status_code (403,404)
* Header_coherence

* Minor Correlation (expected)
* Status_code (403, 404)
e Anomaly_score

3/5/2026
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A. Event identity & routing

stxid (string): transaction id

stimestamp (RFC3339 or $d/%b/%Y: 8H: 8M: 85 $z)
*host (string)

sclient_ip (string, optional if sensitive)
*server_ip (string, optional)

estatus_code (jnt)

B. Request line & protocol

emethod (string)

euri (string, redacted if needed)

shttp version (string, eg, 1-1/2)

C. Headers (summarized, not raw wall-of-text)

sheaders_summary (ppject) with the minimum you need:

. host
0 user agent
. acceptl accept_language,

accept_encoding (presence/values optional)

. connection

. content length (float or null)
. transfer encoding (string)

0 te_header (string, if present)

*Optionally, include a short list of “present header names” so

LLM can reason about expected vs present without full values:

/]

. headers present (string[])

Data Output

Behavior/category signals (from the pipeline)

scategories (stringf], split from your semicolon list) — e.g.,

["protocol violation","restricted file"]

sanomaly score (float/int)

*flags (string[]) — e.g.,
["cl and te","te non trailers"]

eua_family (string) — e.g, chrome ysafari jclientlib/

bot sother

sprotocol mismatch (ool
sexp_header presence (float 0.1)
econtradictions cnt (int)

L L M *header_coherence (float)
sget_with body (hool)
shead_with_ctype (hool)
esuspicious path (bool)

== UA/Behavior Quantification ==

Total Events

ua_browser_like events:
ua_browser like pct:
ua_anomalous_events:
ua_anomalous_pct:
behaviour_anomalous_events:

behaviour_anomalous_pct:

5,84
3,8¢
66.18
1,3¢
23.18
4,17
71.44




Non-Anomalous User-Agent Strings

Examples of non-anomalous User-Agent strings in flagged traffic
From the dataset (and typical CRS-flagged traffic), these UAs are syntactically and semantically normal:

Legitimate-looking desktop browsers

Mozilla/5.0 (Windows NT 10.0; Wino64,; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 15 7) AppleWebKit/605.1.15 (KHTML, like
Gecko) Version/15.1 Safari/605.1.15 -

Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:91.0) Gecko/20100101 Firefox/91.0

Legitimate-looking mobile browsers

Mozilla/5.0 (iPhone; CPU iPhone OS 13 2 3 like Mac OS X) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/13.0.3 Mobile/15ET48 Safari/604.1

Mozilla/5.0 (Linux; Android 10; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/96.0.4664.45 Mobile Safari/537.36
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Anomalous User-Agent Strings

Examples of anomalous User-Agent strings
From the dataset (and typical CRS-flagged traffic), these UAs are NOT syntactically and semantically normal:
NOT Legitimate-looking desktop browsers

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36 - late
2021, Chrome EOL 2021

Mozilla/5.0 (Linux; Android 7.0; SM-G892A Bulid/NRD90M; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
Chrome/60.0.3112.107 Moblie Safari/537.36 - Chrome/60 - 2017

Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/40.0.2214.89 Vivaldi/1.0.94.2
Safari/537.36 - policy - Vivaldi 2015 version - Chrome 2015 version - Windows NT 6.1 -also old

No User-Agent String going to this URL mail.d0466e7.hu/d_3blec613/d_bd205ch5/gzdecodes.php - top probed/exploited paths
for PHP

python-httpx/0.28.1 - used in web scraping
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Correlation HeatMap (Spearman)

Key Results

* High Correlation (expected)
 Header_coherence
* Anomaly_score

* Medium Correlation (expected)
e Status_code (403,404)
* Header_coherence

* Minor Correlation (expected)
e Status_code (403, 404)
 Anomaly_score
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anomaly_score -

header coherence

exp_header_presence -

contradictions_cnt -

status code -

content_length -

xff_count -

0.76

-0.47

0.10

anomaly score -

Correlation Heatmap (Spearman)
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Three mutually exclusive segments

Segment Description p

UA-only UA anomaly matches (UA contains one of: bot, crawler, python, curl, wget, 0.198864
java, okhttp, node, axios) and there is no suspicious header flag.

Behavior-only  there is a suspicious header flag and no UA anomaly. 0.408696

Both both UA anomaly and suspicious header flag are present. 1.0

Lift_vs_overall

0.757832

1.557462
3.810811

p is P(high_risk | segment) = the fraction of rows in that segment that are high-risk.

lift_vs_overall = p / baseline

UA-only: p=0.199 and lift =0.76 (Lower Risk)

UA anomalies alone (without header/behavioral flags) are less risky than average in your dataset.
Interpretation: UA strings are easily spoofed / broad; signal is weak without corroborating behavior.

Behavior-only: p = 0.409 and lift ~1.56 (High Risk)

Behavioral flags alone (no UA anomaly) are substantially risk-enriching vs baseline.

Interpretation: on-wire behavior (header contradictions, protocol misuse, etc.) discriminates risk better than identity claims.

Both: p = 1.0 and lift ~3.81 (Higher Risk)
Interpretation: All events are high-risk in this sample.

3/5/2026 Practicum |
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Score distributions

Key Results

Positive means “above average Composite Behavior Score (CBS) by Category
(more concerning).”

rotocol violation
Protocol violation P -

* Policy_header _
* Rce policy header -

php-injection

rce

0.0 means “right at the overall >

average across categories in this o o

run. E php_injection

* Protocol violation S path_traversal I

Negative means "below average ‘ |
(3 concerning). esincted fl _
e Restricted file (config files) |
+ Numeric_host (IP address) merc et | | |
-1.0 0.8 -06 04 0.2 0.0 0.2 04
CBS (avg z-scores of risk_lift, anomaly mean, flag incidence)
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Score distributions

Key Results

e Path_transversal — always

12
anomalous
10 -‘-
* Policy header, rce, restricted file, g
php-injection - high a8
2
* Protocol Violation, policy header, E 6
rce, php-injection EO .
* higher z-score — more
anomalous )
2 ¢f
o nﬁaé
. N/
P "
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L-—ﬁ-—’

@



= Wireshark - Follow TCP Stream (tcp.stream eq 203) - Wireshark-tutorial-identifying-hosts-and-users-3-of-5p - + »

|
( : GET /statehistoricalparks/ HTTP/1.1 = .
o n C I U S I o n Host: outdoornebraska.gov User Agent Strmg
Connection: keep-alive ‘

Upgrade-Insecyre-Reguests: 1

(KHTML, like Gecko)

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36

Chrome/110.0.0.0 Safari/537.36 Edg/110.0.1587.69

. ACcepr: Lext/NLmL, application/xXNLmLFXmL, application/xmL;q=0.9, image/webp

There IS a Strong anoma|OUS ,image/apng,‘/’;q=0.8,application/signed-exchange'V“b3'q~0 7
2 Referer: https://www.google.com/ fireshark-tutorial- dentifying Nosts-and-users-4-015, pap
correlation between URL and User- Accept-Encoding: gzip, deflate L e B ORI s bt S
. Accept-Language: en =t el LA | AR LR T

Agent Strings of near 100%. These e e S

: c HTTP/1.1 200 OK 2023-05-14 06:32:19 172.217.14,164 443 www.google.com
behavior based Cyberattacks targeting | vate: fri, 10 war 2023 19:31:27 our S009.05.14 S0.02:40 143,380, 114.180 8038 NERIE puogis. com

web applications often exploit HTTP Bt 8 e e o

Entire conversation (205 kB)

‘- AP o L A A A3 . 2023-05-14 06:32:19 108.177.103.94 80 connectivitycheck.gstatic.c..
2023-05-14 06:32:20 142,251.33.46 443 android.apis.google.com
2023-05-14 06:32:20 142,250.138.113 443 play-fe.googleapis.com

requests through phishing URLs and ST
spoofed User-Agent strings. OHelp

Scoring just User-Agent strings for
anomalous activity is near 40%. It
creates more FPs, but if these events
can be correlated with another field
like URL the TP percentage almost
doubles.

This hybrid approach that combines
lexical features from URLs with
behavioral indicators from User-Agent
strings to improve malicious request

detection using machine learning.
3/5/2026 Practicum |

2023-05-14 06:32:27 172 1.138 443 safebrowsing.googleapis.com
2 2023-05-14 06:32:27 17? 1 138 443 safebrowsing.googleapis.com
uJ Find Unique User agent strings in Peap file 1L.0.0.355 i At : :

. 2023-8 Mark/Unmark Packet

Show data as ASCII 2023-05-14 06:32:22 172 2'{‘.14.164 443 www.google.com

wWww . pcapwor kshop .net
Culsm 80  www.pcapworkshop.net

’_ Sl ] Ignore/Unignare Packet Cirl+D
LSetfe | | Paneie | Sel/Unset Time Reference  CurleT
Kt the Fas Time Shift... CrrlShiftsT
C\Usars\Davad\ Downioads \Matware Traffic ExerciseObjents \ 2015 Packet Comments

Edit Resolved Name

Apply as Filter

Prepare as Filter

Found Unique User Agent Stangs
UA = Index Location. (3E4B59

Conversation Filter

Colorize Conversation

2D 6F TA 59 6C 6C 61 2F 35 2€ 30 20 28 57 69 6E 64 6F 77 732

1F 72 A6 5C 1B 08 00 45 00 00 A5 OF 58 40 00 80 06 3A 5C 0A 0 | scp . ¥

3726 30 38 20 72 76 3A 31 31 2€ 30 29 20 6C 69 68 65 20 47 6/ TP SN AR T
UA » Index Location: (x43FC96

Co UAEnd

UA » Index Location: OcSS2FE|
Moza/S 0 (Windows NT 6.1: WOWES; Tndert/7 0. SLOCCZ. NETCLR 20.50727. NETCLR 3.5.30729; NET CLR 30 .30723; Meda Center PC 6 0 rv:11.0) lice GeckoReferer:
htp/Awwn shotgurwodd com/Host: ofs moatads comCornection: keep-siveAccept UA End

UA « index Location: SSICAC
Mozia/S 0 (Windows NT 6.1 WOWE4, Tndert/7 0. SLCC2. NET CLR 210.50727: NETCLR353CT29 NET CLR 30.30729. Madia Carter PC 6 .0:rv.11.0) ke GeckoRaferer
http /Awww shotgunwedd com/Most: pel moatads comConnection: keepaltveAccegt UA End

UA » Index Location: IxSS43E6
Mozita/S 0 (Windows NT 6.1, WOWE4, Tndert/7 0. SLOC2. NET CLR 2050727, NET CLR 3530729, NET CLR 3.0 30725 Meda Center PC £ 0. rv.11.0) ¥ce GeckoReferer.
hitp /Awww shotgunwodd com/Host: ofs moatads comCornection: keep-aiveAccent UA End

UA = Index Location: SS356

4D GF TAGIECECE1 2F 3526 302028 5769 6EBA6F 77 73 204E54 2036 2E 31 30 2057 4F 573634 3B 2054 726564 056E T4 2F 37 2E 038 2053 4C 43433238 202E 4E
455420434C 5220322630 2635303732378 20 2E4E 4554 20434C 52203326 352E 333037323938 0 26 4E 4554 2043402 20326 W2E VW7 IVIV 20
4D 65 64 69 61 20 43 65 6E 74 65 72 20 50 43 20 36 2€ 30 38 20 72 76 3A 31 31 2€ 30 25 20 6C 69 68 65 20 47 65 63 6B 6F 0A 52 65 66 65 72 65 72 IA 2068 74 74 M 3A 2F 2F 77
7777 26 T3 68 6F T4 67 75 6E 77 6F 72 €C 64 2€ 63 6F 60 2F 0A 48 6F 73 74 2A 20 61 66 73 2€ 60 6F 61 74 61 64 73 2€ 63 6F 6D 0A 43 6F 6E €£ 65 63 74 69 6F 6E 3A 20 6B 65 65
mggg:‘ﬁgﬁgil;ggssul JA202A2F 2A0A0A00588D 545668 CS 0B 00EF 050000 EF DS 000020 ES2ASF SFCAAL IF T2 ABSC 1B 08 0045000581 1781
« 9 11 UA

UA = Index Location: XSA34AD
Mozlla/5 0 (Windows NT 6.1. WOWE4. Tadert/7 0. SLCCZ: NET CLR 2050727, NETCLR35307‘29 NET CLR 30 30725, Mada Canter PC 6 0. rv:11.0) ke GeckoRaferer
hitp -/ www shotgunwordd com/Host | of s moatads comConnection: keep-aliveAccept UA End




What's next —future changes

Near live updates

Script batches of new User-
Agents and URLs on a
cadence (ie. 20 mins)

Work at reducing cadence as
experience database grows
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Efficiencies Expert Feedback
Keep a list of User_Agents Events that go to InfoSec
and URLs with their experts for manual review —
respective anomalous status update status in Database
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